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innovation by allowing easy development of apps on the 
platform and allows for modular expansion by its adher-
ence to standards. A variety of patient apps can be devel-
oped that allow the individual to have a comprehensive 
view of her health record and track her visits, her wellness 
metrics and care regimen.

Dynamic configurability in TeCHO+ has ensured that 
the system is always primed for changes in policy or 
evidence-based protocol updates. Well-defined intercon-
nections and dynamic configurability between systems 
enable a ‘plug and play’ approach for innovation, rapid 
development and ease of customisation. For example, 
AMRIT can easily plug in various point-of-care devices to 
help collect clinical data points at various health settings 

(static or mobile). Using these, front-line worker systems 
can connect to health facilities and make quick decisions 
using decision support systems, saving time in the urgent 
referral for the high-risk pregnant woman needing to see 
a specialist right away. In Digital LifeCare, a clinical deci-
sion support system for hypertension and diabetes has 
been plugged into the platform through standardised 
interfaces for use in one state while other states continue 
to use existing government protocols.

Open-source stack
An open-source platform leads to stronger community 
participation for ecosystem innovations and sustainability. 
In all three platforms, the confidence in the platforms 

Figure 2  Distributed data architecture. IT, information technology; NCD, non-communicable disease; TB, tuberculosis.
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and willingness to adopt them were significantly higher 
as they were built on open-source technologies and were 
themselves public good open-source systems.

Authenticated, secure data exchange with privacy by design
According to the National Resource Centre for EHR 
Standards, the government (as a health provider) is only 
a custodian of health data while ownership lies with the 
individual.24 Digital LifeCare has a four-pronged security 
strategy as shown in figure 3.

Consent
Policy mandates that consent of an individual must be 
taken at the point of data collection and for sharing data 
with other systems. The consent must be free, specific, 
clearly given and revocable. The challenges with consent 
are twofold. First, consent is not necessarily informed 
or free from coercion given the inverted power asym-
metries in many healthcare interactions, and second, the 
recording of consent is particularly constrained in low-
resource settings where individuals may not have mobile 
phones, connectivity is poor or data are entered retro-
spectively from paper.

A core building block of NDHM is the consent manager 
which is designed to comply with government policies 
and frameworks including electronic consent framework 
(Technology Specifications v1.1) with its subsequent revi-
sion(s) published by Ministry of Electronics and Infor-
mation Technology.38 Leveraging this, primary health 
platforms must additionally extend the consent frame-
work to an offline first architecture using mechanisms 
like video, or a one-time password to capture consent 

electronically.38 Sample flow control is explained in 
figure 4.

Encryption and secure data exchange
The architecture of a large-scale health system must 
have robust security features designed into the system. 
Digital keys used in cryptographic functions must be 
safeguarded and periodically rotated. In Digital Life-
Care, data are securely encrypted whether it is at rest 
or in transit within the system, using the best available 
encryption key strength.39 Secure transmission standards 
like HTTPS, TLS 1.2 and TLS 1.3 are adopted, along with 
digital signatures for ensuring authenticity of identity.

Authentication and authorisation
As digital ecosystems mature, it is imperative that access 
to data is role based in concordance with institutional 
policy and pertinent laws. As the COVID-19 pandemic 
has shown, it is still not a common practice or expec-
tation that identities be masked from health data sets. 
To enable role-based access, Digital LifeCare platform 
authenticates user credentials through identity manage-
ment and authentication services. Security features like 
strong password management, automatic logging off, 
CAPTCHA, access privileges and interface data valida-
tions are part of the platform.

Audit trail
To ensure accountability and transparency, all transac-
tions should have a clear audit trail that records user iden-
tity, identifies the data sets accessed, with timestamps and 
transaction description.40 Audit trails should be available 

Figure 3  Security and privacy layer.
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Figure 4  Control flow.
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to authenticated users on demand or on a periodic basis 
for compliance monitoring as mandated by policy.

In comparison with other enterprise architecture 
frameworks,41 the framework being proposed here is for 
the unique context of LMICs like India. The framework 
needs to be able to scale up for health programmes that 
serve more than a billion people. It needs to be scalable 
and configurable to support last mile service delivery 
with close to a million field health workers and 150 000 
subhealth centres from states with diverse administrative 
needs. Health systems in LMICs operate under severe 
resource constraints so the framework must be cloud 
based which requires lower investment and technology 
capability to manage. Finally, the poor connectivity in 
remote rural areas requires an architecture where data 
collection, consent management and secure data sharing 
need to work seamlessly in an offline mode.

CONCLUSION
We submit that a federated enterprise or platform 
approach for comprehensive PHC mandates standard-
isation and security while offering interoperability and 
customisability. It can scale exponentially by leveraging 
third-party solutions that can enhance engagement, user 
experience and efficiency, while relying on consent and 
privacy frameworks maintained by the platform.

This complementary approach allows for the vast 
heterogeneity in health system needs and capabilities 
across states in India, adapts to the dynamic and changing 
nature of both medical practice and public health policy 
and is responsive to local workflows and end user needs 
which are critical to strengthening primary health systems 
to advance the well-being of populations.
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